
ILLEGAL REVIEWS:  

How To Spot Them  
& Actions To Take

Your Legal Rights Regarding  
Online Reviews

The Consumer Review Fairness Act, signed into law in 2016, prevents businesses 
from restricting customers from placing factual reviews online. This law was created 
in response to companies that had attempted to sue consumers who had placed 
negative reviews on the Internet. 

In general, a business owner can’t take legal action for a poor review unless the 
reviewer makes an untrue statement. For example, a review noting the client was 
unhappy with the service falls under the First Amendment, but one that accuses a 
contractor of charging twice as much as quoted can be actionable.

Dietz v. Perez, a lawsuit filed in Virginia, deals with this issue. A contractor sued a 
client because of an online review in which the customer accused him of stealing 
a watch from her home. The court ruled that the allegations were false and that the 
reviews should be removed. However, the contractor received no damages because 
he had posted his responses to the original complaint that was found to  
be defamatory.

Major review sites such as Yelp and Angie’s List have strict policies about removing 
content posted by users. In most instances, businesses cannot ask to have negative 
reviews pulled unless they violate the site’s terms of service. 

In the case of Yelp, reviews that promote competitors, contain offensive content or 
can be found to show a conflict of interest may be flagged for removal.
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www.yelp.com/guidelines

 ▶  Verify the avatar. Bots and other fake 
accounts often grab random headshots from 
the Internet to use as avatars. If you suspect 
a user may not be who he or she claims, 
perform a reverse image search on the profile 
picture. If it appears to be a stock photo or 
pulled from an unlikely source, be suspicious.

 ▶  Review the posting history. Clicking on the 
poster’s name may bring up a posting history. 
If his or her reviews all seem to be the same 
or are all uniformly negative, he or she could 
be a faker. 

 ▶  Look at the timestamps. If your business 
is suddenly inundated with a large number 
of negative reviews that were all posted at 
more or less the same time, that’s cause for 
suspicion. Scammers and fake accounts 
often use automation software to spam a 
slew of computer-generated reviews.

 ▶  Pay attention to writing style. Not 
everyone on the Internet is an English major, 
of course, but writing nuances may provide 
clues to whether or not a review is legitimate. 
For example, a reviewer posting from the 
United States might complain about having 
to pay “$1,000,” but someone from another 
part of the world might write that figure as 
“1000 USD” because of the different syntax of 
his or her native language.

 ▶  Search the name. If the site requires users 
to post under their real names, you can try 
to Google the name of a suspected fake 
reviewer. If you don’t find any local matches 
for that person, it could be a warning sign. 
Also, be wary of social media profiles that 
do nothing but promote third-party content 
or post exclusively in the comment sections 
of news articles. If a profile has hundreds of 
“friends” but doesn’t seem very friendly with 
any of them, it could be a bot.

 ▶  Don’t ignore them. Reply to bad reviews 
with an apology or a request for more 
information about the customer’s experience. 
Showing that you’re open to addressing 
concerns helps your reputation even if the 
review is negative. 

 ▶  Remain rational. Even if you believe a poor 
review has been left in bad faith, don’t get 
mad about it online. If you come across as 
defensive or combative with your customers, 
it can sour others on the idea of working with 
your business. If you have an issue with what 
was said, be firm but polite. 

 ▶  Investigate the circumstances. A quick 
Google search may be all you need to 
determine if a review is legitimate or not. If 
you uncover anything fishy, you may be able 
to have the post flagged or removed. If the 
review makes an accusation about misdeeds 
that you can prove is false, you could have 
legal recourse. 

 ▶  Look for patterns. If there’s a common 
element to your customers’ negative 
impressions, pay attention to it. This can  
be extremely useful in helping you improve 
your services and ultimately become  
more successful. 

 ▶   Learn from them. No one likes to receive 
criticism, but in most cases a bad review can 
be an opportunity to learn something. Try to 
get over your hurt feelings and look at how 
you can make changes in the future that can 
help you better serve others. 

 ▶  Ask for positive reviews. Encouraging your 
satisfied customers to post their positive 
reviews of your company can be a highly 
effective strategy for drowning out negativity. 
Most people only have anything to say if they 
have a disappointing experience, so be sure 
to remind your clients to spread the good 
word about you. 

How to Spot a Fake Review

How to Deal With  
Negative Online Reviews

You may feel powerless against bad online reviews of your business, 
but you’re not as helpless as you might think. Here are some excellent 

pointers about what you can and can’t do to fight back.
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